Passenger Name Record
(PNR)

What the U.S. government
and U.S. companies
know about your travel

(even if you don't travel to the USA)
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Why is PNR data interesting?

1. A big “parallel universe” of travel IT that you

don't know about (cool network maps!)

2. Unexplored hacking possibilities

3. The U.S. government knows who you are

sleeping with.
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A short, oversimplified history of
European policy on PNR data:

1. U.S. government access to PNR data
2. But this violates EU law!
3. Years of back-and-forth in EU institutions

4. Proposed DHS-EU "agreement” to be voted

on by Europarl next week in Strasbourg
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The PNR agreement covers transfers of PNR data from the EU to the DHS.
This seems simple. But is this the way it really works?

NO! (Sometimes, but very rarely.)
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Most airlines don’t host their own PNRs.

They outsource this to a third-party

Airline

“Computerized Reservation System” (CRS).
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USA

Arrival Airport

The master copy of the PNR is in the CRS. PNR data is entered
through travel agencies, tour operators, and travel websites.

Airlines, other travel companies, and the DHS
access the PNR data from the CRS.

The CRS, not the airline, sends the PNR data to DHS.
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Amadeus, the major EU-based CRS, has offices in the USA
with access to all Amadeus PNRs.

DHS and others in the USA can get access to EU PNRs
through the Amadeus USA office.

DHS can order Amadeus USA to keep this secret
from the Amadeus head office in the EU.

DHS relations with CRSs are not controlled by the agreement.
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3 of the 4 major CRSs are based in the USA. Many, perhaps most, travel agencies, tour
operators, and travel websites in the EU use CRSs based in the USA.

In this case all PNR data is sent to the USA before it gets to a CRS or airline in the EU —
even for flights within the EU! The CRS is not just a message relay. In this example, the
first PNR is created in Sabre. Then a second PNR is created also in Amadeus.

Once a CRS in the USA has a copy of a PNR, DHS or others can get it from the CRS.
This is not controlled by the agreement, and can be kept secret from anyone in the EU.

April 2010 Edward Hasbrouck, The Identity Project 9



T

Criminals

Galileo (Travelport) Worldspan (Travelport)

Sometimes there are PNRs in many CRSs for the same booking. In this example, a
travel agency that uses Sabre makes a booking for an Air France flight hosted in
Amadeus. The flight has a codeshare with Delta, which is hosted in Worldspan. (If the
flight were on Lufthansa, with a codeshare with United, there would be a PNR in Galileo.)

Anyone with access to Amadeus, Sabre, or Worldspan can access this booking. This can
happen even for flights entirely within the EU, or to other places (not the USA).

Access to Sabre, Worldspan, or Galileo is not controlled by the agreement.
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There is no data protection law for CRSs or other companies in the USA. Once a CRS
in the USA has PNR data, they can legally use, disclose, transfer, or sell that data freely,
without notice or consent.

CRSs in the USA “share” data with data mining and marketing companies (e.g. Vistrio)
and with PNR processing companies. The largest aggregated database of PNRs from
all 4 major CRSs is held by “Amadeus Revenue Integrity”, a USA division of Amadeus.

None of these third parties are controlled by the agreement.

April 2010 Edward Hasbrouck, The Identity Project 11



Other Country

Police (0 , P s 3
S office ~ B g
# ay—
rimina I

Galileo (Trave

Iport) Worldspan (Trave

Iport)

‘m

HHHHH

A|rI|ne

Train

There are no geographic or purpose controls on access to PNRs.
Any airline office in the world can access all PNRs for that airline —
even if they do not include any flights to or from that country.

Police can force a local travel agency, airline, or CRS office to
retrieve PNR data, and to keep this secret from the head office.

CRSs do not keep logs of who accesses PNRs. Nobody knows
who has accessed your PNR, or from what countries.
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Where has your PNR data gone?
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PNR bypass and “leakage”

Standard airline business processes completely bypass the DHS-EU “agreement”.
Most PNRs follows paths that are not controlled by the DHS-EU agreement.
Most PNRs are noft stored or controlled by airlines. They are hosted by CRSs.

In most cases, data in PNRs is transferred to a CRS in the USA, and a PNR is created
in the USA, before the data reaches an airline or CRS in the EU. Once the data is in
the USA, it can “leak” or bypass the agreement, without legal controls.

CRSs are not mere messengers. The CRS in the USA retains a copy of the PNR.

There is no US data protection law for CRSs or other travel companies. CRSs can
legally share PNR data with other companies and government agencies worldwide.

Government agencies or other third or fourth parties in the USA or other countries can
obtain PNR data, in secret, from CRSs or other travel companies.

CRSs do not keep access logs. Nobody knows who has retrieved your PNR.
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Secure Flight Business Model
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PNR-based movement control
= new Berlin wall?

lron Curtain — Silicon Curtain?

April 2010 Edward Hasbrouck, The Identity Project

17



What is to be done”?

1. European policies: EU-DHS “agreement™™?

2. Citizen action:

A) Access requests (to DHS, airlines, travel

agencies, tour operators, CRSs)

B) Complaints to data protection authorities, lawsuits

3. Hacking?
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Edward Hasbrouck

edward@hasbrouck.org
+1-415-824-0214

personal website:
http://www.hasbrouck.org

The ldentity Project:
http://www.PapersPlease.org
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